nry
X UM S

:@E NORTHUMBRIA

%) POLICE

Role Profile and Person Specification

ROLE PROFILE

Role Title: Digital Forensic Unit | Leadership stage: 1

Technician
JRN: 30889 Job family:
Band: Band 5 Location: Location Based
Allowances: As per contract Politically restricted No

post:

Area command / Forensic Services Vetting level: MV
Department:
Reporting to: Senior Digital Date accepted as a June 2024

Forensic Investigator

role profile:

Posts responsible for:

None

Part A — Job Description

Overall purpose of the role:

To assist in the progression of digital forensic investigations by extracting data from computers,

mobile phones and other digital devices. To assist in the maintenance of digital forensic equipment,
to include testing and validation of workstations in order to comply with laboratory based 1ISO17025
accreditation and the Forensic Science Regulator Code of Practice.

Key responsibilities of the role:

Use forensically safe techniques to secure and retrieve data from digital
systems, in accordance with national guidelines and forensic quality
standards to protect evidential credibility.

Process recovered digital data into a format suitable for examination which
enables evaluation and analysis of the evidential content to be undertaken
by Digital Forensic Investigators.

Proactively engage in the testing and maintenance of equipment to ensure
effective operation and compliance with local procedure.

Apply and support quality controls that align to standard operating policies
and procedures to ensure forensic work meets the Forensic Science
Regulators statutory code of practice.
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Provide appropriate specialist technical advice/guidance, in the capacity of
a Digital Forensic Technician, to investigating officers throughout the Force,
to provide support to investigations.

Ensure continued compliance with the Digital Forensic Unit’s Quality
Management System, relevant legislation and the Forensic Science
Regulators Codes of Practice and Conduct; actively participating in the
continuous development of the quality management system.

Participate in improvement projects, conducting research, software testing
and development of Technical Standard Operating Procedures. Promote
quality standards and adherence amongst all staff.

Prepare statements / reports and attend court when required in the
capacity of a Digital Forensic Technician.

Proactively maintain and develop continued professional development,
embed innovation and ensure technological skills and knowledge are
maximised in order to contribute to the overall effectiveness of force
objectives.
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To assist in the archiving and data retention processes relating to data
stored within the Digital Forensic Unit network.
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The post holder may be required to undertake other responsibilities as are
reasonably commensurate with the grade of the post.
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Part B— Scope of contacts

Internal / External relationships:

Internal: All Northumbria Police operational delivery and support departments.

External: Regional Cyber Crime Unit, UK Police Forces, Forensic Service Providers, Technology and

Software Providers.

Part C — Competencies and Values

Northumbria competencies and values framework (NCVF)

Level —tbc

[Link to CoP Profile - Digital Forensic Technician - College of Policing]



https://profdev.college.police.uk/professional-profile/digital-forensic-technician-draft/
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Part D — Continuous Professional Development (CPD) role 6 months To be determined

First 6 months

4

12 months and beyond

Part E - PERSON SPECIFICATION

Criteria

Essential

Desirable

How to be assessed

Qualifications,
knowledge and
experience

Academic qualifications,
working knowledge and/or
experience in the forensic
examination of digital
devices.

Degree or equivalent level
academic qualification in a
relevant discipline (e.g.
computer science, digital
forensic investigation,
policing/investigation) or
significant experience in a
related field.

Experience of working with
standard operating
procedures.

Experience in the field of
policing / investigations.

Application /

Interview
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Planning and
organising

The ability to record
information, and actions

taken, accurately and in an

appropriate level of detail.

The ability to work
efficiently and manage
your assigned workload.

Interview / CPD

Problem solving
and initiative

Be able to demonstrate
experience in problem
solving and information
gathering.

Interview /

CPD

Management
and teamwork

The ability to work
effectively within a team
and wider organisation to
foster an inclusive
environment in line with
Force values and
standards of behaviour.

Interview /

CPD

Communicating
and influencing

The ability to
communicate technical
processes and actions
taken effectively within
written reports.

Experience in giving evidence
(written / oral) within the
criminal justice system.

Demonstrable experience in
writing detailed reports.

Application /

Interview

Other skills and
behaviours

The ability to manually
handle computers and
other electronic
equipment.

Physical and emotional
resilience to deal with
material of a distressing
and upsetting nature.

Postholder must undergo
regular assessment by
Occupational Health Unit.

Commitment to the
promotion of forensic quality
standards within policing.

Application /
Interview /

CPD




