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Role Profile and Person Specification	
,Sure
ROLE PROFILE
	Role Title:
	Financial Investigator
Financial Investigator PECT
Financial Investigator Civil Recovery
Financial Investigator Crypto Seizure
	Leadership stage:
	1

	JRN:
	20215, 30274, 30368, 30515, 30894 30932, 31075, 31199
	Job family:
	

	Band:
	8
	Location:
	Location based

	Allowances:
	As per contract
	Politically restricted:
	No

	Department:
	NEROCU
	Vetting level:
	SC
20947 - DV

	Reporting to:
	D/Sgt Proactive Economic Crime Team
	Date published:
	September 2022

	Posts responsible for:
	None 

	
Part A – Job Description 


	Overall purpose of the role:

	
Conduct financial investigations, often time critical, in line with the team and organisations objectives to tackle the highest harm offenders involved in Serious and Organised Crime. To develop and maintain understanding of appropriate powers and legislation to produce comprehensive files of evidence and use expertise to decipher technical financial terminology and processes, ensuring this is understood in criminal justice procedures resulting in the disruption of criminal enterprises, the prosecution of offenders and the deprivation of illicitly obtained assets.


	Key responsibilities of the role:

	1
	Identify criminally obtained assets and using thorough knowledge of legislation and available legislative powers, prepare documentation required to satisfy a confiscation or forfeiture hearing. This will be done both reactively when responding to an existing operation/ investigation and proactively through the identification of money laundering offences.

	2
	Prepare applications and obtain part 8 investigative orders, including production orders, disclosure orders, accounting monitoring orders from circuit judges. Serve the orders and obtain information from financial institutions / cryptocurrency exchanges in order to satisfy the requirements of confiscation, forfeiture and money laundering proceedings.
Analyse financial accounts and documentation and produce analysis in evidence at court.

	3
	Have responsibility to lead financial investigations into all levels of serious and organised crime. Utilise financial powers including new civil recovery powers such as account freezing / forfeiture orders and seizing listed assets to deprive criminals of their illicit funds. Provide tactical advice and guidance to Senior Investigating Officers.

	4
	The oral and written preparation, management and presentation of formal applications and statements for and in court proceedings. Attend both the criminal and civil courts to present evidence professionally and competently and demonstrate ability to deal with cross-examination, including preparation of all relevant documentation, both in magistrates and crown court. Liaising with and working alongside the Crown Prosecution Service.

	5
	Conduct interviews with a range of contacts, including witnesses, suspects and professional bodies, in order to;
· Gather information to satisfy the requirements of confiscation, forfeiture, restraint proceedings.
· Obtain financial intelligence
· Evidence financial crime and/or the proceeds of crime.

	6
	Develop and maintain a network of contacts, both internal and external to the Force, in order to identify key intelligence and information sources to enhance the function of the role. Much of this will include the communication of sensitive information and intelligence with financial institutions spanning from established banks to crypto exchanges to emerging fin-tech companies both within UK borders and globally.

	7
	Educate and coach operational police officers and other law enforcement colleagues, undertaking awareness sessions as necessary, on legislation relevant to financial and cryptocurrency investigations. The purpose being to influence future tactical decision making and improve organisational knowledge. Provide real time subject matter expertise to police officers and staff whilst in attendance during the execution of search warrants, regarding the seizure and retention of property.  

	8
	Interrogate specialist databases, networks and other on-line tools to support ongoing investigations dependent upon the enquiry and role such as; Suspicious Activity Reports (SARs), conduct advanced open source research, enquiries with cryptocurrency exchanges, credit reference agencies, in accordance with required protocols.  Present findings and provide intelligence and evidential packages. Ensure activities are in line with regulations regarding surveillance and monitoring.

	9
	Identification of potential money laundering transactions through interrogation of SAR intelligence, or offender behaviour/ operating models. Then conduct necessary enquiries using appropriate investigative powers demonstrating thorough knowledge of legislation whilst working to time critical deadlines.

	10
	Use Proceeds of Crime Act 2002 and associated legislation, specialist gateways and external agencies to develop intelligence and evidential packages for use in financial and other investigations.

	11
	Develop, prepare, and disseminate intelligence to local, national and international LEA and establish and build strong ongoing collaborative working relationships with them. 

	12
	Provide support, advice and training to staff in relation to specialist financial intelligence and investigative tools both force wide and regionally. Raising the profile of such tactics within the LE environment and providing understanding of the capacity and limitations they pose. Utilising high technical expertise to appraise management of business change needs in relation to financial investigation tools ensuring we are at the forefront of innovation in fast moving area of risk. Ensuring where investments are made they are properly adopted and effective in their use and providing feedback to key decision makers regionally and nationally.

	13
	Stay at the forefront of knowledge in a fast changing financial landscape and identifying new and emerging legislation which can be utilised to tackle the threat posed by economic crime and the enabling impact it has across all areas of Serious and Organised crime. Being responsible for influencing the wider adoption of such knowledge and tactics within NEROCU as an organisation, our constituent forces and wider partners internal and external of law enforcement.


	14
	Maintain the highest levels of integrity when responsible for the seizure of criminal monies and assets as well as when handling sensitive financial intelligence from external partners. Taking responsibility to drive investigations into, and communicate understanding of, complex subjects such as cryptocurrency and block chain analysis to Senior Investigating Officers in order to demystify the topic and identify such opportunities so that they can be progressed in the pursuit of lawful objectives.


	
Part B –   Scope of contacts 


	Internal / External relationships:

	
Internal: 
· NEROCU teams and management (To assist and offer solutions dependant on operational needs) 
· Regional Force Teams including FIB, Cyber, Crime Teams, Firearms Intelligence and Licencing, Economic Crime Unit, Organised Crime Unit, Neighbourhood Teams and Covert Authorities Bureau (Providing cryptocurrency advice and support)

External:  
· Other Policing units around the UK both forces and ROCU’s
· National Development Team
· CPS
· NCA – National Economic Crime Unit, UKFIU, National SARs Team, Darkweb Intelligence & Exploitation UK, National Cyber Crime Unit
· GCHQ
· Cryptocurrency Exchanges
· Financial Institutions
· Open Source Intelligence Network
· External Trainers
· Other Public sector bodies, HMRC, DWP, Border Force, Trading Standards
· International LEA including FBI, Home Land Security, Europol, Interpol
· Industry and Academia

External relationship activity includes: Obtaining, requesting and disseminating intelligence, network development with subject matter experts and identifying good practice and opportunities for multi-agency partnerships. It should be noted external relationships may be located, locally, regionally, nationally or internationally due to the borderless nature of financial crime and the enabling nature of the internet. 




	
Part C – Competencies and Values  


	Northumbria competencies and values framework  (NCVF)

	



	
Part D –   Continuous Professional Development (CPD) role 6 months  To be determined 


	First 6 months

	1
	Completion of the FIO course and obtain accreditation under the Baseline NEROCU Financial Investigator Profile.

	2
	Completion of CPD activities and evidence in relation to the FIO accreditation.

	3
	Completion of mandatory NCALT training packages.

	4
	CPD for CPIA and disclosure management in relation to financial investigations.

	12 months and beyond

	5
	Completion of the FI course and obtain accreditation under the Baseline NEROCU Financial Investigator Profile.

	6
	Completion of the CRISP (Civil Recovery Powers) course and obtain accreditation under the Baseline NEROCU Financial Investigator.

	7
	Completion of the Confiscation course and obtain accreditation under the Baseline NEROCU Financial Investigator Profile.

	8
	Completion of CPD activities and evidence in relation to the FI/CRISP/Confiscation accreditations.

	9
	Attend regional and national CPD inputs, seminars and conferences.

	10
	To seek out and obtain further training and development in cryptocurrency due to the recognised adoption of these currencies within everyday life and the enabling nature of its impact upon serious and organised crime. There is a clear knowledge gap in relation within LE in relation to this and a regional drive to provide a support network for local forces and wider regional capabilities.




Part E - PERSON SPECIFICATION 
	Criteria
	Essential
	Desirable
	How to be assessed

	Qualifications, knowledge and experience
	· Qualified to a degree level or demonstrate work experience at an equivalent level. 

· To have or be willing to attain National Crime Agency (NCA) accreditation to use powers of the Proceeds of Crime Act 2002 (POCA) as a Financial Investigator

· Understanding of Cryptocurrencies

· To demonstrate by example the ability to deal successfully with confrontation situations

	· Complete upskilling exams and training in relation to powers obtained via the CRISP course. Maintain accreditation.

· To have a knowledge of Police and Criminal Evidence Act and Police Conduct Regulations. 

· To be able to demonstrate a sound awareness of relevant legislation, evidential and disclosure issues. 

· Open source trained.

· Completion of the NIAT training.

	Application/interview/
CPD

	Planning and organising
	· Ability to prepare and present case material to an acceptable standard including recording and retaining material.

· Proven ability to plan and manage own workload to strict deadlines.

· Ability to effectively prioritise and manage workload, identifying critical tasks working to essential deadlines.
	
	Application/interview/
CPD

	Problem solving and initiative
	· To demonstrate a flexible approach to the changing demands of the role.

· Ability to follow processes, apply investigative methods and use investigative tools in line with thorough knowledge of current legislation to impact tactical decision making.

· Adopt a creative and problem solving mind set to progress financial investigations, directing / influencing partner agencies, in order to create a comprehensive disruption plan.

	
	Application/interview/
CPD

	Management and teamwork
	· To be a highly self-motivated individual who is able to evidence their ability to work as part of a team. 

· Ability to build strong working relationships within the organisation and with partner agencies demonstrating a high level of professional credibility at all levels.

	
	Application/interview/
CPD

	Communicating and influencing
	· Ability to plan, apply and evaluate different policing approaches alongside partner agencies and organisations, working with them effectively to the satisfaction of all those concerned.
· Ability to communicate complex information clearly and succinctly, both verbally and in writing and meet the needs of the audience.

· Confident communicating at all levels within an organisation.

· Be able to discuss and promote new ideas and approaches to working

	
	Application/interview/
CPD

	Other skills and behaviours
	· Able to use resources efficiently in own role and to comply with financial rules and procedures.

· Strategic outlook and horizon scanning keeping up to date with legislative changes and emerging threats.
· Willingness to travel throughout the UK – full UK driving licence required.
	· Skilled in the use of standard IT packages, systems and/or databases to fulfil role requirements.
	Application/interview/
CPD
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Role Title:  Financial Investigat or   Financial Investigator  PECT   Financial Investigator  Civil Recovery   Financial Investigator  Crypto Seizure  Leadership  stage :  1  

JRN :  20215,   30274,   30368 , 30515 , 30894   30932 ,  31075 , 31199  Job family:   

Band :  8  Location:  Location based  

Allowances:  As per contract  Politically restricted:  No  

Department:  NEROCU  Vetting level:  SC   20947  -   DV  

Reporting to:  D/Sgt Proactive  Economic Crime  Team  Date  published :  September 2022  

Posts responsible for:  None   

  Part A  –   Job Description     

Overall purpose of the role:  

  Conduct financial  investigations, often   time critical ,  in line with the team and organisations objectives  to tackle the highest harm offenders involved in Serious and Organised  Crime. To   develop  and  maintain  understanding of appropriate powers and legislation to produce comprehensive   files of  evidence and use expertise to decipher technical financial  terminology   and processes , ensuring this   is   understood in criminal justice procedures resulting in the disruption of criminal enterprises, the  prosecution of offenders and the deprivation of illicitly obtained assets.    

Key  responsibilit i es   of the role:  

1  Identify criminally obtained assets and  using thorough knowledge of  legislation  and available legislative powers,  prepare documentation  required to satisfy a confiscation or forfeiture hearing.   This will be done  both reactively when responding to an existing operation/ investigation  and proactively through  the identification of money laundering  offences.  

2  Prepare applications and obtain  part 8 investigative orders, including  production orders , disclosure orders, accounting monitoring orders   from  circuit judges. Serve the orders and obtain information from financial  institutions / cryptocurrency exchanges in order to satisfy the  requirements of  confiscation, forfeiture and money laundering  proceedings .   Analyse financial accounts and documentation and produce analysis in  evidence at court.  

3  Have responsibility to lead financial investigations into all levels of serious  and organised crime. Utilise  financial powers including  new  civil recovery 

